
 
 
IS BLOCKCHAIN FIT FOR 
FINANCIAL SERVICES YET? 
 
“How seriously should you take this? I would take it about as seriously as you should have taken the 

concept of the Internet in the early 1990s. It’s a big deal. And it is going to change the way our financial 

world operates.” 

Blythe Masters on the Significance of Blockchains in Financial Industries, 3rd June 2015 

Blythe Masters is an influential former senior executive at JP Morgan with a vested interest in the success 

of Blockchain technology through her new company Digital Asset Holdings. However, finding the same 

sentiment echoed in many, many other places, including BBC Newsnight on 11th June 2015, prompted 

CBoxx into further investigation.  

This paper summarises our initial research into Blockchain technology; taking a measured view of where 

it currently fits into our primary knowledge domain - the UK financial services technology market.  

Through de-centralisation (removing intermediary systems), Blockchain has potential to dramatically cut 

costs while improving the security, speed of process, accuracy and communications between the stack of 

administration systems used by financial advisers, wealth managers, platforms, product providers, fund 

managers and third party administrators.  

These administration systems are constantly striving to maintain an accurate, up to date view of broadly 

similar sets of customer portfolio data. Can Blockchain really deliver those major cost savings and 

efficiencies by adapting back offices to literally sing from the same immutable digital record? 

https://youtu.be/PZ6WR2R1MnM
http://www.bbc.co.uk/news/technology-33090285
http://www.cboxx.com/
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RESEARCHING THE 
RESEARCHERS 
 

“When somebody with a strong brand and security level establishes it as a reliable service, then the 

whole industry will follow. That is my personal prediction.”  

Oliver Bussman, UBS CIO: Blockchain Technology Can Massively Simplify Banking Wall Steet Journal, October 2014 

 

Our first move was to research who else is researching Blockchain and to try and determine whether any 

kind of consensus of opinion is developing. Following a host of FinTech startups, the early movers in the 

big banking sphere include UBS, NASDAQ, Barclays, Lloyds, IBM, Deutsche Bank, JP Morgan, SWIFT, 

Royal Bank of Scotland and Santander.  

Between the two apparently disparate groups of FinTech and Banking, “disruption” now appears to be 

shifting towards “collaboration” and potentially leading to “assimilation”. At present research, incubation 

and venture capital investment is growing rapidly in this area.   

The general research rationale for the banking industry is summed up by Alex Batlin of UBS who says 

“The simple lesson for banks is that if we don’t do it someone else will.”  

Sir Richard Branson hosted a rather exclusive looking meeting of key figures and colourful characters on 

his Caribbean island in late May 2015 at the Block Chain Summit. It looks like they all had a nice time.  

The Government is positioning the UK as World leaders in financial technology (FinTech) and the FinTech 

Futures report from the Government Office for Science (March 2015) states … 

“More interesting in the long term and in the context of disruptive FinTech is the ability to reduce 

the complexity and cost to connect multiple parties to a single agreed digital record shared by all 

and available in near real time. Collectively the technologies underpinning digital currencies are 

referred to as ‘decentralised consensus ledgers’.  

 

Don’t call it Blockchain 
 

Mainstream businesses and business people are rapidly distancing themselves from the word Blockchain 

and now prefer to call it a “decentralised ledger”, “distributed ledger”, “replicated shared ledger” or 

similar.  

The distancing is because Blockchain is the ingenious technical innovation devised to implement the 

Bitcoin digitial currency that is tarred with a somewhat shady, “counter-cultural” reputation. For the 

technical and mathematical details of Bitcoin and the Blockchain mechanism our recommended reading 

is the original 9 page white paper “Bitcoin: A Peer to Peer Electronic Cash System” published by the 

http://cboxx.com/
http://blogs.wsj.com/digits/2014/10/27/ubs-cio-blockchain-technology-can-massively-simplify-banking/
http://www.blockchainsummit.io/
https://bitcoin.org/bitcoin.pdf
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mysterious Satoshi Nakamoto in 2008. Nobody knows who Satoshi actually is in real life and he, she or it 

disappeared entirely in 2011. Regulated institutions and governments just don’t appear to be 

comfortable about publicly associating with mysterious, ingenious, pseudonymous entities. 

CBoxx view Bitcoin as a large scale, long running, global proof of concept for Blockchain.  

Blockchain can be abstracted entirely from Bitcoin under the right circumstances, so the term Distributed 

Ledger is used from now on in this paper. 

Given the generic nature of Distributed Ledger technology it seems reasonable to assume that the 

mixture of concern, excitement and investment from the banking industry should also apply to the big 

life, pensions and investments companies and their associated eco-system.  

 

DISTRIBUTED LEDGER IN A 
NUTSHELL …  
 

A Distributed Ledger is a way to efficiently share the storage, maintenance, validity and security of data 

between consenting parties by distributing a complete copy of that data across any number of 

participating, connected computers (nodes).  

Instead of having one central database managed by a trusted third party and securely accessed by all 

participants, copies of the data are simply shared out amongst all those participants while their systems 

constantly co-operate to ensure the data remains permanent, up to date, complete, available and secure. 

The costs and delays associated with using a centralised system (middleman) can be removed and 

replaced by a Distributed Ledger system. 

The architecture of the Distributed Ledger is nothing like a traditional, relational database. It is designed 

to record an immutable, traceable record of every change to the data in the system and is maintained as 

a cryptographically secured, linked chain of data blocks. Each block contains a set of transactions that 

have been validated by the majority of participants in the system before being added to the chain. The 

system starts with the creation of a “genesis” block, and carries on growing from there. How the 

transactions in each block are validated is core to the different ways the Distributed Ledger is used.  

It’s important to underline again that a Distributed Ledger system is de-centralised. It is typically open 

source software where the technology, data and processes do not reside on any one set of servers and 

are not owned by a single authority. The system is distributed, shared and governed by all participants. 

 

 

http://cboxx.com/
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PERMISSIONED AND 
PERMISSIONLESS 
 

The two main types of Distributed Ledger are being characterised as “permissioned” and 

“permissionless”. The language used immediately indicates that “permissioned” ledgers are the more 

attractive incarnation of Blockchain for regulated financial services. 

Bitcoin and its many derivatives are permissionless Distributed Ledgers. All parties share the ledger but 

everyone is anonymous with their identity secured by public-key cryptography. Because no-one can own 

or take liability for fraud on such a ledger, a sophisticated mathematical mechanism known as “proof of 

work” was devised to simultaneously ensure the protection of the system and the continuous generation 

of the native currency of the system. Without going into detail (see the Bitcoin white paper) this entails 

rewarding the participants for providing the ever growing processing power needed to mathematically 

validate and protect the network while playing by the rules. The process is commonly called ‘mining’ and 

the reward for successful mining is receipt of the currency (aka cryptocurrency) issued by the system 

itself. The downside to this is the ever increasing amount of processing power expended to keep the 

system alive and secure. The miners are essentially in a never-ending race to be first to validate and guess 

the number of the next block in order to win the rewards. 

To date, the core Bitcoin mechanism has not been broken since Bitcoin went live in 2009 and that is a 

monumental achievement when considering the technically hostile environment it operates within. The 

surround systems are another story and secure, portable storage of the private keys that end users need 

to access their Bitcoin wallets look like a serious problem. Mt. Gox is a famous example of a Bitcoin 

exchange that collapsed in 2014 as a result of hacking. Again, this was an external system, not the 

Blockchain itself.    

Passionate debates abound on what the future holds for Bitcoin as the supply of currency eventually 

reaches a self-imposed limit of 21 million coins issued in about 25 years’ time. 

The article “Towards a Unified Model for Replicated Shared Ledgers” from Richard Gendal Brown - 

Executive Architect, Industry Innovation, Banking and Financial Markets for IBM UK – provided a lightbulb 

moment of clarity during this early CBoxx research. 

This article describes very clearly how permissioned and permissionless Distributed Ledgers are 

differentiated. The identity of permissioned users is known amongst the group, so there is no need to 

incentivise the security and integrity of a permissioned distributed ledger through issuing rewards. If 

anyone fails to play by the rules, the rest will know who they are and punishment will ensue. This 

completely removes the need for the copious, expensive “proof of work” processing power expended 

24/7 by permissionless systems. It is therefore attractive for financial services entities that have 

regulators to satisfy, reputations to protect and costs to cut. 

 

http://cboxx.com/
http://gendal.me/2015/06/08/towards-a-unified-model-for-replicated-shared-ledgers/
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The phrase ‘peer-to-peer’ is applied with reference to the trustless, permissionless world of Bitcoin but 

perhaps does not convey the correct picture for the trusted, collaborative architecture of the 

Permissioned Distributed Ledger.   

 

SMART CONTRACTS 
 

There is a marked similarity between legal contracts and computer code. A contract specifies a structured 

agreement of purpose between parties, incorporating a set of limitations and conditions along with the 

consequences of breaking those conditions. The mind-set required to build a robust contract looks 

remarkably similar to that required to build a robust computer program … code the happy path then 

ensure that every exception path is covered. 

Many of the Distributed Ledger projects under development right now are termed “Blockchain 2.0” 

developments because they will incorporate a “Turing-complete” scripting language to enable events to 

be recognised, triggering flows of logic resulting in the manipulation of the data stored on the ledger. This 

has been termed ‘Smart Contracts’ but can be viewed by system designers as the ability to code business 

logic directly into the Distributed Ledger.  

Bear in mind that financial products are basically contracts. There is a school of thought and research into 

‘Smart Contracts’ that are coded directly into the ledger to run as autonomous cooperating agents. The 

code becomes the contract.  

Needless to say, there are many debates currently in progress about the legal position relating to these 

ideas and Distributed Ledgers in general. 

  

http://cboxx.com/
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TAKING STOCK 
 

There is a diagram from a funded startup developing a Permissioned Distributed Ledger system to 

illustrate how a centralised system maps to a decentralised system using their revolutionary architecture. 

This caused us to take stock because visually the rationale appears to be the exact opposite of many 

business cases that CBoxx have seen or created to justify the need for a centralised architecture …   

 

Scenario 1 - the business case for creating a centralised hub 
     
Problem:       Solution:  

Multiple counterparties, too complex   Simplify using a single central hub 

 

Scenario 2 - the business case for using a Distributed Ledger 
 

Problem:      Solution:  

Powerful, expensive, slow central hub   Decentralise with a Distributed Ledger … 

http://cboxx.com/
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At first sight this appears to make no sense until we consider again that Permissioned Distributed Ledgers 

are a newly heralded technological breakthrough. They will continuously and automatically synchronise 

every transaction so that an identical copy of it exists on every single server globally; potentially on 

thousands of machines. Every individual transaction generated is vetted by all computers connected to 

the system using a process called consensus. Each change is applied rapidly and securely throughout the 

system when consensus is reached. 

In scenario one the individual counterparties are each holding their own data and communicating in 

a variety of ways. The centralised solution is introduced to try and eliminate the complex multiplicity 

of different types of connections between all counterparties, improve scalability across an industry 

and take on liability too. Frequently, the hub implements special case variations for certain key 

participants to attract them to integrate with it. 

 

In scenario two, the de-centralised solution introduced means that the counterparties all hold the 

same data because the Distributed Ledger system is managing all of the data synchronisation 

between them.  

 

This leads to some key questions around Distributed Ledger technology: 

 

1. Can the synchronised data between the counterparties be segregated and permissioned to 

an extent that data protection rules are guaranteed not to be breached? 

 

2. Will the Distributed Ledger software with the consensus mechanism really be able to deliver 

the scalability and performance required to manage the high volume of near real-time data 

replication that it promises? As mentioned earlier, Bitcoin already represents a strong test 

case for that. 

 

3. All of the counterparties must absolutely agree on the structure and rules for their 

Permissioned Distributed Ledgers. The role of industry standards to facilitate that are 

therefore essential. Who will govern those standards? 

 

4. Where does liability lie once the trusted third party is removed? This question is discussed in 

the article “Blockchain and financial services technology to change the world – just not yet” 

by John Salmon, Financial Services Sector head of Pinsent Masons. 

This article focusses on permissionless systems, so in fact the situation looks considerably 

simpler for permissioned systems where the parties are all identifiable, especially where those 

systems do not cross international borders and remain within the jurisdiction of a single national 

regulator. Can a common legal framework be bound as some form of “smart contract” into the 

technology itself as part of the agreed industry standards? 

Frankly, this is a tough concept to accept for those ingrained in working with structured, relational 

databases with centralised applications and published APIs to connect everyone together.  

 

http://cboxx.com/
http://www.out-law.com/en/articles/2015/june/blockchain-and-financial-services-technology-to-change-the-world---just-not-yet-/
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IN CONCLUSION 
 

Using a Permissioned Distributed Ledger gives rise to a de-centralised, shared application architecture 

and that leads to a variety of benefits:  

 A powerful, central authority is not required to host, control and bear the costs and liabilities 

of a centralised infrastructure. Effectively, the participants all share those costs and 

responsibilities through technically enforced data collaboration; 

 

 The risk of having a single point of failure is therefore removed; 

 

 The system is inherently robust because not all nodes in the system need to be operational 

at any given time in order for the system to carry on working as normal; 

 

 Denial of service style attacks are not possible against de-centralised applications; 

 

 Duplicate implementations of expensive business processes on counterparty systems to 

check, store and reconcile the same data can be simplified or even removed if all 

participants are accessing the same secure, synchronised, segregated set of data. This 

should lead to faster, more accurate systems in the long run; that are cheaper to build, 

maintain and operate. 

 

Are Permissioned Distributed Ledgers suitable for regulated 
financial services? 
 

Many, including CBoxx, have expressed concerns about the depth and complexity of the stack of 

intermediaries in the pensions and savings industry. Distributed Ledger technology presents a potential 

alternative to make that stack work far more efficiently. 

At this early stage there are key questions around liability and whether the technology really will scale up 

as a viable alternative to centralised hub solutions in a high volume production market. 

The business case battles will be based on whether a Permission Distributed Ledger will deliver 

significant cost savings in comparison to centralised hubs. They will also need to prove that the end user 

experience really will be improved through a reduction in the investment charges coupled with significant 

increases in the speed of processes.   

 
 

 

http://cboxx.com/
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What are the next steps? 
 

There is probably a strong temptation for major financial services companies to simply sit tight and see 

what happens. This is their traditional approach after all and the industry does have a public reputation 

for always being a little behind the times.  

This could prove to be a very dangerous strategy this time due to the breath-taking, accelerating speed of 

change the digital revolution is sweeping through.  

The major banks and their suppliers are already closely involved and collaborating with the innovative 

FinTech community through incubators, venture capital investment and funded research. 

The concept really does need to be proven at scale. Within the financial services distribution chain, key 

use cases around the recording and movement of identity, ownership and value must be analysed with 

respect to the business case and technical feasibility for implementing them using a Distributed Ledger. 

Some examples are: 

 Identity verification and associated regulated permissions checking; 

 Investment portfolio transaction, valuation, and transfer processes; 

 Processing of remunerations and charges. 

The above are already described by industry standards but these standards are sometimes ignored or not 

rigorously followed when implemented. Arguably the successful application of Permissioned Distributed 

Ledgers will rely on strict governance and absolute adherence to standards and associated legal 

frameworks to a far greater extent than is evident today.  

Some interesting FinTech companies currently working in this space include: 

 Etherium www.ethereum.org   “A platform for de-centralised applications” 

 Hyperledger www.hyperledger.com  “The global internet of value” 

 Ripple  www.ripple.com  “Opening access to finance” 

 Eris Industries www.erisindustries.com “The distributed application platform” 

To illustrate the fast moving nature of this world, it was announced on 25th June 2015, while proof 

reading this paper that Hyperledger has now been purchased by Digital Asset Holdings; lead by Blythe 

Masters! 

A good starting point would be to work with a selection of FinTech companies and leading pensions and 

investments companies to analyse the use cases and develop industry specific proofs of concept. In other 

words, get in at the ground floor and follow the lead of the banking industry. 

If the promises of the technology really can be delivered, then a highly efficient, cost effective future 

financial services industry, powered by super-streamlined data collaboration processes is within reach. 

That is a very desirable prospect for us all.   

 

http://cboxx.com/
http://www.ethereum.org/
http://www.hyperledger.com/
http://www.ripple.com/
http://www.erisindustries.com/
http://www.digitalasset.com/


 

10 
 

 

 

ABOUT CBOXX 
 

CBoxx Ltd was founded in 2003 by business and IT specialists supported by actuarial expertise to focus 

on specialist software services for the UK Financial Services industry. CBoxx are now positioned as a 

leading independent IT projects consultancy with specialist knowledge of systems integrations and an 

enviable track record for project delivery. For further information, please refer to our website. 

www.cboxx.com 
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